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Cybersecurity for Internal Auditors

NMwpyog MNeAekavakng

Xt0x0¢ Xepivapiou

To ogpvdaplo oToxeUel va eE0IKEIWDTEL TOUG CUPPETEXOVTEG HE TIG £VVOLEG Kal TIG MPAKTIKEG TNG KUBEPVO-aopAAelag
(cybersecurity). H kuBepvo-aopdAela eival Topéag nou kapia enwxeipnon nAéov dev Pnopel va ayvoel ev e161ka yia tnv
EAAGSa nou n petdfacn otnv Ynelakn enoxn €yive Biata kat Adyw COVID-19, o kivbuvog eival akdpa peyaAutepog.

Me tnv oAokANpwaon Tou oepvapiou ol cUPPETEXOVTEG Ba pnopoulv va:

+ Avayvwpioouv Baolkég katnyopieg KuBepvo-anelAwv

« AvuAn@BoUv TG IKavoTNTEG Nou NpEMEL va anokKTNoouV yia va acxoAnBoUv pe Toug KivoUvoug KuBepvo-aneiAwv
+ E€olkelwBoUv pe teXVIKEG Kal epyaleia yia eA€yxoug avaxaitnong KUBEPVO-aneIAwV
+ Evowpatwoouv eAéyxoug KuBepvo-aopaAelag ota npoypdppata eA€yxou tou 2021

Y e nolou¢ aneuvBuvetai

Baoiké kowvd anotedolv eowtepikol eAeYKTEG aAAd kat Aownol enayyeApatieg nou £€xouv avaykn napakoAouBnong

KuBepVo-anelAwy.

AnoteAeopatikd kal yia oteAéxn nou entBupoulv va e€otkelwBolv pe autd to eidog anelAng.

P4 V4
Meprypapn Lepivapiou
To npwto pépog enbiwkel va dtacpalioel dtt 6Aot ot
OUMPETEXOVTEG avTiAapBdvovtal oAloTiKA Kal HE Tov (d10
Tpbno to Bépa kuBepvo-aopaAelag kat to Seltepo va
e€onAiogl Je NPAKTIKEG YVWOELG NMou Ba enmtpéyouv Ttnv
uAonoinon AUoewv.
Session 1
+ Introduction - the problem
« Security principles
« Can | ignore any more?

- Famous cybersecurity breaches are going to be
presented and discussed in terms of what went
wrong (e.g. Apple, HomeDepot, Wall Mart etc).

+ The Annual Audit Plan

- Where does it fit?

- What resources are necessary?

- In, out, or both?

Session 2
« Know your enemy — an overview

- Categorising cybersecurity threats

- Characteristics

- Associated risks

« Password security and threats

- All you need to know for optimally safeguarding

corporate data
Practical exercise: participants will be presented a
Password Policy document and they will be required to
identify the weaknesses.

Session 3
« Ethical Hacking and Penetration Testing for wireless
networks
- Understanding wireless networks
- Configuring security (WEP/WPS)
- Attacking WEP secured networks
- Rogue access points
- The Bluetooth case
Session 4
« Encryption and cryptography
- Theory of encryption
- Protecting your info
- Practical demo: The cryptool will be demonstrated*
to participants giving them the ability to use it for
safeguarding corporate information.
« Firewalls and IDS
« Enterprise firewall deployment
- Configurations -- the good and the bad
- What does my company need from a firewall?
- 10 simple ways to increase the security of any
firewall product.
+ Intrusion Detection Systems
- A taxonomy of IDS
- Where and how to deploy IDS
- How to make the most use of IDS
- Dealing with IDS information



Cybersecurity for Internal Auditors

Kootocg Tonog é1e€aywyng
€270 TnAe-ouvbidokePn
€ 170 (M#An IEEE)

Bioypapikd Eionyntn

0 k. Nwpyog MeAekavakng éxel neploodtepa and 24 xpdvia epnetpiag ndvw otov
‘EAgyxo epyaldpevog oe d1eBvng eAeyKTIKOUG oikoug, evw and to 2003 napéxel unn-
peoieg eowteplkol eAEyxou Kal etalplkng diakuBépvnong peoa and tnv Pelekanakis
Professional Services. [pnyopa avtiAngBnke tnv a&ia twv enayyeApatikwy niotonotn-
ocwv, anotéAeoe tov npwto EAAnva nou éAafe tnv niotonoinon Eowtepikol EAEyxou
(C.LLA), kat npoxwpnoe otn ANYn niotonolnoewv tou eAéyxou MAnpogoplakwy Xu- :
otnpdtwv (C.I.S.A), tng diepevvnong tng andtng (C.F.E), tng Alaxeipiong Kivouvwv (C.R.P), evw katéxel
niotonoinon kat oto xwpo tou Controls Self-Assessment (C.C.S.A). Zta nAaiola tng enayyeApatikng Tou
otadlodpopiag £xel Napdoxel UNNPECIEG E0WTEPIKOU eAEyxou ae NAnBwpa etalpiwv otnv EAAGSa kat
010 €WTEPLKO evw €xel BonBnael NoAAoUg opyaviopoug va avantu&ouv h va BEATIWOOUV TIG UNNPETIES
eowteplkol eAéyxou nou daBétouv. MapdAAnAa, cuppetéxel wg péAog AloikntikoU ZupBouliou kat
Enitponég EAEyxou o€ elonypéveg kat pn etatpeieg. And to 2008 eival péAog oto Mntpwo Ecwtepikwv
EAeyktwv tou Ynoupyeiou Olkovopikwy Kal €xel dlateAéoel eowteplkog eAeyktng oe AEKO. To Aekép-
Bplo tou 2008 ekAéxBnke npwtog Npdedpog tou EAANVIKOU Ivotitoutou katd tng Andtng, evog pn Kep-
dookonikoU gpopéa nou atnpidel enayyeApatieg nou aoxoAouvtal pe tnv KatanoAépnon tng andtng. Tov
AnpiAlo tou 2013 ekAeéxBnke atn Béon tou Avtinpoédpou tou EAANvVIKoU lvotitoutou Eowtepikwy EAe-
YKTWV. XToV Topéa tng eknaideuong, €xel eknaldevoel NeploodtePouUs and 3.250 eowtepPLlkoUG EAEYKTEG
otnv EAAGSq, og xwpeg Tng BaAkavikng kal oe xwpeg tng Méong AvatoAng kat tng NA Aciag. AlSAoKel
EAeyktikn kat Eowtepikd EAeyxo oto Apepikdviko KoAgyto tng EAAGSag (Deree) evw gival ouxvog opt-
Antng oe d1eBv ouvédpla oe dAo tov kKdapo.

‘- The Institute of
\ Internal Auditors Eyypa@ég - MAnpo@opieg: tnA. 210 8259504, e-mail: training@hiia.gr
A

Greece



